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Appendix A

TAG_TYPES and TAG_VALUES
0x0000 End-Of-List
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0x0101 Service—Name

This TAG indicates that a service name follows. The TAG VALUE is
an UTF-8 string that is NOT NULL terminated. When the TAG LENGTH
is zero this TAG is used to indicate that any service is
acceptable. Examples of the use of the Service—Name TAG are to

indicate an ISP name or a class or quality of service
0x0102 AC-Name

This TAG indicates that a string follows which uniquely identifies
this particular Access Concentrator unit from all others. It may
be a combination of trademark, model, and serial id information,
or simply an UTF-8 rendition of the MAC address of the box. It is
not NULL terminated.

0x0103 Host-Unigq

This TAG is used by a Host to uniquely associate an Access
Concentrator response (PADO or PADS) to a particular Host request
(PADI or PADR). The TAG VALUE is binary data of any value and
length that the Host chooses. It is not interpreted by the Access
Concentrator. The Host MAY include a Host-Uniq TAG in a PADI or
PADR. If the Access Concentrator receives this TAG, it MUST
include the TAG unmodified in the associated PADO or PADS

response.
0x0104 AC-Cookie

This TAG is used by the Access Concentrator to aid in protecting
against denial of service attacks (see the Security Considerations
section for an explanation of how this works). The Access
Concentrator MAY include this TAG in a PADO packet. If a Host
receives this TAG, it MUST return the TAG unmodified in the
following PADR. The TAG VALUE is binary data of any value and
length and is not interpreted by the Host

0x0105 Vendor—Specific

This TAG is used to pass vendor proprietary information. The
first four octets of the TAG VALUE contain the vendor id and the

remainder is unspecified. The high-order octet of the vendor id



is 0 and the low—order 3 octets are the SMI Network Management
Private Enterprise Code of the Vendor in network byte order, as
defined in the Assigned Numbers RFC [4]

Use of this TAG is NOT RECOMMENDED. To ensure inter-operability,

an implementation MAY silently ignore a Vendor—Specific TAG.

0x0110 Relay-Session—Id

This TAG MAY be added to any discovery packet by an intermediate
agent that is relaying traffic. The TAG VALUE is opaque to both
the Host and the Access Concentrator. If either the Host or
Access Concentrator receives this TAG they MUST include it
unmodified in any discovery packet they send as a response. All
PADI packets MUST guarantee sufficient room for the addition of a
Relay—Session—Id TAG with a TAG _VALUE length of 12 octets.

A Relay—Session—Id TAG MUST NOT be added if the discovery packet
already contains one. In that case the intermediate agent SHOULD
use the existing Relay—-Session—Id TAG. If it can not use the
existing TAG or there is insufficient room to add a Relay-—
Session—Id TAG, then it SHOULD return a Generic-Error TAG to the

sender.

0x0201 Service—Name—Error

This TAG (typically with a zero—length data section) indicates

that for one reason or another, the requested Service—Name request
could not be honored

If there is data, and the first octet of the data is nonzero, then
it MUST be a printable UTF-8 string which explains why the request
was denied. This string MAY NOT be NULL terminated.

0x0202 AC-System—Error

This TAG indicates that the Access Concentrator experienced some
error in performing the Host request. (For example insufficient
resources to create a virtual circuit.) It MAY be included in
PADS packets.

If there is data, and the first octet of the data is nonzero, then
it MUST be a printable UTF-8 string which explains the nature of



the error. This string MAY NOT be NULL terminated.
0x0203 Generic—Error

This TAG indicates an error. It can be added to PADO, PADR or
PADS packets when an unrecoverable error occurs and no other error
TAG is appropriate. If there is data then it MUST be an UTF-8

string which explains the nature of the error. This string MUST
NOT be NULL terminated.

Appendix B

The following are some example packets:
A PADI packet:

1 2 3
01234567890123456789012345678901

ETHER TYPE = 0x8863 lv=1]t=1] CODE = 0x09 |
SESSION ID = 0x0000 \ LENGTH = 0x0004 \
TAG TYPE = 0x0101 \ TAG_LENGTH = 0x0000 \

A PADO packet:

1 2 3
01234567890123456789012345678901

\ Host mac addr \



st e i (com) | Access Concentrator mne s |
| hccoss Concentrator mac addr (con) |
CEMERTIE - 0w86s v -1 U1 CODE - 0x07 |
SN o000 | BT - 0000
TOTPE- 00l | TG LENGTH - 0000
O MGTRE- 00102 | TG LENGTH - 008 |
B
B Y R
e o | om0 | owd

e oes | o | o |
B Y
e oer | ower | om |

A PPP LCP packet: The PPP protocol value is shown (0xc021) but the
PPP payload is left to the reader. This is a packet from the Host to

the Access Concentrator.

1 2 3
01234567890123456789012345678901

 hecoss Cocontrator me addr |
hecess Concontrator mac addr(@ | fost nac addr |
C bestmcadr o0
CEWERTIE - 086t v 1| U= 1| CODE - 0x00 |
SN oaz | LT e




\ PPP PROTOCOL = 0xc021

PPP payload
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