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2. ST, BB AR K B M 5% (the data-link connection) ) LCP #48 (Link
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1 Authenticate-Request
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1  Authenticate-Request.
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FRRFFRE—A 7T, P USRS R AR . SRR %—A Authenticate-Request 1, #x
PARFI A 20 T

Peer-1D-Length
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Peer-1D
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Msg-Length
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Message
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CHAP 38 i 48 FH 3 384 IR AR TR A AN ] AR A5k ik A B AL T )7 1k [P Mook (R ARG o 4 FH 52 Bk
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WAEF LIRSS 25 LA 7 challenge A1 respone B, 1 AN FERE—AN M 4515 ) iR 4s 45 LA A o
SiAb, B % DA 3 A (1 0 2 T 2R % B R &5 #s L

CHAP Sk SR BB (1K B I 2R > —AN 74T o Bl 32 /D I 2R B 36 1) 26 R — K/
FUARTIAE o PO () B 1% 2 /D IR PR (G A5 BL MG A E I E 6 T MD5 J2 16
ANFAT o XAEARIE T R85 K130 BT AR 2 S At T 17 1055 A% R Bk R R i it

e one-way M 7S SV S BAR N T 41 A challenge AT response {145 H R 25 (TS A
AT,

Challenge {ELN %5 & A bRk ME—PERUAR TGN . %—A> challenge {i 1Y% /&ME—
(17, DRI A A 5 4 [R) R 3 5K 2 (¥ challenge $APR EIIAS 1) DALE 0ot 2 ) FH A — AN a8 3 43 i 4,
WA o F A5 S8 AT LA FH A ) ()08 8 6 AN [R) DX Sk 3GIE R 25 4%, challenge W12 HLAT 4% Js Fl
ETIF I —k . F— challenge {F AR A& AN FT TN, 45 D) 0ok 285 30K B %k i g )9, — AN AT
TR FIASK challenge, SR J5 F I AN Wi )3 B4 28 pleobo g MR Bl B0 IE 5 o RV 5L CHAP IR 1M
ANRENS BT 1 E SIS ST W oty , R AR e — AN AT TR ) challenge 7T LA 1E— s a1
ez Bt o

ST M PERYFRI = A 2 AR 1R R 0 7% /E Magic-Number FiC & £ IH
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3. 1 BEE R TAL =
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| Type | Length | Authentication-Protocol

e e e sk e S A B e e e e
| Algorithm |
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=
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Authentication-Protocol

€223 Challenge-Protocol Authentication Protocol
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(1] “Assigned Numbers” RFC[2]"H VE4H UL . 4T IR 20 Bio ol F
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5 MD5[3]
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4 Failure
FRIRAT

FRRFFE—A 7T, HTUCE challenge,response F11 replies .

K

KRN F17, A CHAP K, 4% Code,Identifier,Length I Data. i HiixX
AN AN R SR BE I Z I ORE, BRI N 2

EAETT

B e EAHE LN B code tkkiE .
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WA 0 e Y A B BT AL AR I, AN k1% Challenge .

7 W 28 2 U B AT — /N IF ) v] LU 3% Challenge Bl fRIE 88 0% .

FEBGAE B BEFH 19 2 2 B0 3B BOwS st Y. % 9145 Challenge . JGie [ i #5221 Challenge £3.,
o} St 200 K 3% —AMRAB IS 2 1) CHAP 3.

TC e AT i 56 0E 75 B2 21— Response £, ‘e L% Response {ELAT H Ok S HARHE 2 5
. 7E B HISERE L, B0AIE # L 20UKk %— > Success B4 Failure {1

SEPLER: BN Success AT R REZ JG, B UEE 0 AR SE R IR B U VFEE
Response . & T B ik F AEs# it 7S uEp Bos, ARMIEAA 44 Challenge FRiAST
1) Response 0 250k [HLAH [R] P i S AR o 7 JL AL B 4 31 1) AF-47T Response 0, 06 25 i it b
ERT
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BRME T 5y — PRI UE R 732

M/ Challenge 11 Response fu A% X 1)k &h o &N b Zc 2104 45 4

0 1 2 3
0123456789 0123456789012345678901
Fod—t bttt bttt —t— b=t — 1+

| Code | Identifier \ Length |

+—t -ttt -ttt -ttt -ttt -ttt —F—F—F—F—F—t—+—+—+—+—+—+—+
| Value-Size | Value ...

+—F -ttt -ttt —F—F—F—F—F—F—F -+ -+ —+—+—+—+—+—+
| Name ...

i E e e e e e e e e e e e
AR
1 Challenge
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b
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FRRFF AT, fFRI%E—/ Challenge EFRIRFFLZINNAL . Response LI bRIRSTF L
S0 X AN Y FE) Challenge 43 IR VAT 52 I3 Sk i

Value-Size

IR —AN 71, A Value UK

Value

Value 3t — AN AN TT . B F B 70 e Ah A

Challenge \alue & — AR A 5. LI JFA T Challenge Value ME—M: ) FE 22 4E DL J
ERIME KR . FFRKIE Challenge 242543 Challenge Value. Challenge Value 145
MEE TP AR BT (R 73, ST T B FH R Ra s BV

Response Value J&7£ 75 L J i) s A5 SV ), 15 Identifier, J5 112
secret, i J5 1fil /& Challenge Value. Response Value fH B4R 58 T 5T F WS A5 5435 CofF MD5
72 16 M.

L s

PSR TA, AR REOMRGMFR R GHX A A 7285 BRI 50,
‘BRI LLJE ASCI A4 Rl A2 ASNLL TEVE T 4 R ME—FRile 4 ANIZAZ L NULL B3
CRILF 4581 K/l BES e

K2 CHAP A LUEGUEVF 2 AR R GE,  FT LAAA 3801 A 25 W] LU VR A bl o 25040 2 2 i)
TAE I OG- o XA AT AYEREA R 48 L 3CHF BT 2 1K) Name/Secret X .

3.2.2 Success #A Failure

Eilipa

W AE Response {1 ¥) Value 5 T JAAF (IAE, W0 UE & 25500 AR ik — ARSI 2 3
(Success) ] CHAP fi.

WIERTE Response G Value ASETHARFIAE, NS IE# 20Uk 15— ML IEE 4
(Failure) 1] CHAP 3, Jf H Wi iR .

i s2 Success FiI Failure £ 1) 4o 2 AN 2 2040 A fi o

0 1 2 3
0123456789 0123456789012345678901
Fod—t bttt bttt —t— b=t — 1+

| Code | Identifier | Length |

+—t -ttt -ttt -ttt -ttt -ttt —F—F—F—F—F—t—+—+—+—+—+—+—+
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e e e e e

AR
3 Success
4  Failure

FRIREF
FRRTFFAE—AN 7T, FTUCHE request F1 replies o b AT A2 M 51 21X /N 3 ) Response
AU AR IRRT il e )

Message
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I AT IEAERF T ARG LA ) 20 R ML . SNMP 22 45 SCRY AR A (RIS 17 56T X 454 1) i o

S E 3

[1] Simpson, W., "The Point-to-Point Protocol (PPP)", RFC 1331,
Daydreamer, May 1992.

[2] Reynolds, J., and J. Postel, "Assigned Numbers", RFC 1340,
USC/Information Sciences Institute, July 1992.

[3] Rivest, R., and S. Dusse, "The MD5 Message-Digest Algorithm", MIT

Laboratory for Computer Science and RSA Data Security, Inc. RFC
1321, April 1992.

RFC SR SO TR 10


http://www.faqs.org/rfcs/rfc1331.html
http://www.faqs.org/rfcs/rfc1340.html

RFC1334——PPP Authentication Protocols PPP B3 BGAIE FM I

[4] Galvin, J., McCloghrie, K., and J. Davin, "SNMP Security
Protocols"™, Trusted Information Systems, Inc., Hughes LAN

Systems, Inc., MIT Laboratory for Computer Science, RFC 1352,
July 1992.

Brif

BESCRY I — 28 Py 785K [ RFC1172, ‘e A& 1 Drew Perkins of Carnegie Mellon University Fl
Russ Hobby of the University of California at Davis L[l 52 1.

B Dave Balenson, Steve Crocker and, James Galvin, fil Steve Kent, B AtAi 1) 72
(Y fR R AN AL

X bt

A DU AT TR R TAR4L.
Brian Lloyd
Lloyd & Associates
3420 Sudbury Road

Cameron Park, California 95682
Phone: (916) 676-1147

EMail: brian@lloyd.com

{E& it

KT A S ) AT DL ER IR AR
William Allen Simpson
Daydreamer
Computer Systems Consulting Services
P O Box 6205
East Lansing, MI 48826-6205

EMail: Bill.Simpson@um.cc.umich.edu

52 B RRAR IS AR

Copyright (C) The Internet Society (2001). All Rights Reserved.

RFC SR SO TR 1


http://www.faqs.org/rfcs/rfc1352.html
mailto:brian@lloyd.com
mailto:Bill.Simpson@um.cc.umich.edu

RFC1334——PPP Authentication Protocols PPP B3 BGAIE FM I

SR P AR S S AR A BRI RS BIAX BOCY, i) A4 i ek
3 M LB A AT PR 52 R SO AR DU A A e e 4 e SO, A RE e w] LAV
o B2l RS RATHE S P AT, iy HL A EEOP IR A S M AR M R e, s )
SEHESVE TARRISEEL. R0, ESCRIAS S AT DU A 25, 85 2 3k RO P W s DALy
DB E D AL R0 K BR T 24 ZEF R DR R RS AE ) H I 2 A0 BLAE RS D0 124
INCTREAE A5 AR P4 B I R o 2 SOOIy, B B T 2 BRI E B e i 5 (RIAN R ¢
30 W H I Z 5k

A5 _E T A9AT BRAVR R K AR5 i EL DA AR R A X Bl R 4R s IR A A
RIRBRE o

FESAL B X RS SO 5 (5 BB T “AS IS” W42 HER, I HDRRE I AL X 5 BRI ) TR
RS AHLRFE ] T T A AL RSB X, HA S T AT A BRI, Ll X FAE R A
AN AT AT A T ik AR AR b P s DD AR AT 25 8 43

Brif

SR PRSI AL X4 0 REC gl it T D e bk <.

RFC SR SO TR 12



