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Figure I: A topology that gives incomplete information at gateways
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Figure 2: The header of a TCP/IP datagram
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Figure 3: Fields that change during a TCP connection
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Figure 4: Compression/decompression model
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Figure 5: The header of a compressed TCP/IP datagram
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* paragraph are duplicated in all such forms and that any

* documentati on, advertising materials, and other materials

* related to such distribution and use acknowledge that the

* software was developed by the University of California,

* Berkeley. The name of the University may not be used to

* endorse or pro mote products derived from this software

* without specific prior written permission.

* THIS SOFTWARE IS PROVIDED "AS IS" AND WITHOUT ANY EXPRESS
* OR IMPLIED WARRANTIES, INCLUDING, WITHOUT LIMITATION, THE
* IMPLIED WARRANTIES OF MERTBIANY AND FITNESS FOR A

* PARTICULAR PURPOSE.

*/
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A.1 Definitions and State Data

#define MAX_STATES 16 /* must be >2 and <255 */
#define MAX_HDR 128 /* max TCP+IP hdr length (by protocol def) */

/* packet types */

#define TYPE_IP 0x40

#define TYPE_UNCOMPRESSED_TCP 0x70

#define TYPE_COMPRESSED_TCP 0x80

#ddfine TYPE_ERROR 0x00 /* this is not a type that ever appears on
* the wire. The receive framer uses it to
* tell the decompressor there was a packet
* fransmission error. */

/* Bits in first octet of compressed packet */

#define NEW_C 0x40 /*flag bits for what changed in a packet */
#define NEW_I 0x20
#define TCP_PUSH_BIT 0x10

#define NEW_S 0x08
#define NEW_A 0x04
#define NEW_W 0x02
#define NEW_U 0x01

/* reserved, special - case values of above */

#define SPECIAL_| (NEW_S|NEW_W|NEW_U) [* echoed interactive traffic */
#define SPECIAL_D (NEW_S|NEW_A|NEW_WI|NEW_U) /* unidirectional data */
#define SPECIALS_MASK (NEW_SINE|NEW_W|NEW_U)

[* "state" data for each active tcp conversation on the wire. This is
* basically a copy of the entire IP/TCP header from the last packet together
* with a small identifier the transmit & receive ends of the line use to
* |ocate saved header. */

struct cstate {
struct cstate *cs_next; /*next most recently used cstate (xmitonly) */

u_short cs_hlen; [* size of hdr (receive only) */

u_char cs_id; /* connection # associated wi th this state */
u_char cs_filler;

union {

char hdr[MAX_HDR];
struct ip csu_ip; /*ip/tcp hdr from most recent packet */
} sles_u;
¥

#define cs_ip slcs_u.csu_ip
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#define cs_hdr slcs_u.csu_hdr

/*
* all the state data for one serial line (we need one of these per line).
*/

str uct slcompress {

struct cstate *last_cs; /* most recently used tstate */
u_char last_recyv; /* last rcvd conn. id */
u_char last_xmit; /* last sent conn. id */

u_short flags;
struct cstate tstate[MAX_STATES]; /* xmit connection states */
struct cstate rstate[MAX_STATES]; /* receive connection states */

h

/* flag values */
#define SLF_TOSS 1 /* tossing rcvd frames because of input err */

/*
* The following macros are used to encode and decode numbers. They all
* assume that “cp' points to a buffer where the next byte encoded (decoded)
* is to be stored (retrieved). Since the decode routines do arithmetic,
* they have to convert  from and to network byte order.
*/

/*
* ENCODE encodes a number that is known to be non -zero. ENCODEZ checks for
* zero (zero has to be encoded in the long, 3 byte form).
*/
#define ENCODE(N) { \
if ((u_short)(n) >= 256) { \

*cp++=0; \
cp[d] = (n); \
cp[0] = (n) >> 8; \
cp+=2; \
telse{ \
“cp++ = (n); \
1
}
#define ENCODEZ(n) {\
if ((u_short)(n) >= 256 || (u_short)(n) == 0) {\
*cp++ =0; \
cp[d]=(n); \
cpl0] = (n)>>8; \
cp+=2; \
telse{ \
*cp++=(n); \
A
}
/-k

* DECODEL takes the (compressed) change at byte cp and adds it to the
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* current value of packet field 'f' (which must be a 4 - byte (long) integer
*in network byte order). DECODES does the samefora 2 -byte (short) field.
* DECODEU takes the change at cp and stuffs it into the (short) field f.
*'cp' is updated to point to the next field in the compressed header.
*/
#define DECODEL(f) { \
ifCcp==0){ \
() = htonl(ntohl(f) + ((cp[1] << 8) | cp[2])); \
cp+=3; \
telse{ \
(f) = htonl(ntohl(f) + (u_long)*cp++); \
P

}
#define DECODES(f) { \
ifkcp==0){ \
(f) = htons(ntohs(f) + ((cp[1] << 8) | cp[2])); \
cp+=3; \
telse{ \
() = htons(ntohs(f) + (u_long)*cp++); \
jA
}

#define DECODEU(f) { \
if (cp==0){ \

() = htons((cp[1] << 8) lepl2]);  \
cp+=3; \
telse{ \
() = htons((u_long)*cp++); \
A
}
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u_char

sl_compress_tcp(m, comp, compress_cid)
struct mbuf *m;
struct slcompress *comp;
int compress_cid;

register struct cstate *cs = comp ->last_cs - >cs_next;

register struct ip *ip = mtod(m, struct ip *);

register u_int hlen = ip ->ip_hl;

register struct tcphdr *oth; * last TCP header */

registe r struct tcphdr *th; * current TCP header */

register u_int deltaS, deltaA; /* general purpose temporaries */

register u_int changes = 0; /* change mask */

u_char new_seq[16]; /* changes from last t o current */
register u_char *cp = new_seq;

* Ball if this is an IP fragment or if the TCP packet isn't
* ‘compressible’ (i.e., ACK isn't set or some other control bit is
* set). (We assume that the caller has already m ade sure the packet
*is IP proto TCP).*/
if (ip ->ip_off & htons(0x3fff)) || m ->m_len < 40)
return (TYPE_IP);

th = (struct tcphdr *) & ((int *) ip)[hlen];
if (th  ->th_flags & (TH_SYN | TH_FIN | TH_RST | TH_ACK)) != TH_ACK)
return (TYPE_IP);

[*Packet is compressible  -- we're going to send either a
* COMPRESSED_TCP or UNCOMPRESSED_TCP packet. Either way we need to
* locate (or create) the connection state. Special case t he most
* recently used connection since it's most likely to be used again &
* we don't have to do any reordering if it's used. */
if ip ->ip_src.s_addr!=cs ->cs_ip.ip_src.s_addr ||
ip->ip_dst.s_addr!=cs ->cs_ip.ip_d st.s_addr ||
*(int *) th = ((int *) &cs ->cs_ip)[cs ->cs_ip.ip_hl]) {

/* Wasn't the first -- search for it.
* States are kept in a circularly linked list with last_cs
* pointing to the end of the list. The listis kept in Iru
* order by moving a state to the head of the list whenever
* it is referenced. Since the list is short and,
* empirically, the connection we want is almost always near
*the f ront, we locate states via linear search. If we
* don't find a state for the datagram, the oldest state is
*(re -)used. */
register struct cstate *Ics;
register struct cstate *lastcs = comp ->last_cs;
do{
Ics = cs;
CS = CS ->CS_next;
if ip ->ip_src.s_addr==cs ->cs_ip.ip_src.s_addr
&& ip->ip_dst.s_addr==cs ->cs_ip.ip_dst.s_addr
&& *(int *) th ==((int*) &cs ->cs_ip)[cs ->cs_ip.ip_hl])
goto found;
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} while (cs = lastcs);
/* Didn't find it -- re-use oldest cstate. Send an

* uncompressed packet that tells the other side what
* connection number we're using for this conversation. Note
* that since the state list is circular, the oldest state
* points to the newest and we only need to set last_cs to
* update the Iru linkage. */
comp>last_cs = Ics;
hlen +=th ->th_off;
hlen <<= 2;
goto uncompressed;

found:

/*Found it -- move to the front on the connection list. */
if (lastcs == cs)
comp>last_cs = Ics;
else {
Ics - >cs_next = ¢cs - >Cs_next;
Cs->Cs_next = lastcs - >cs_next;
lastcs ->cs_next = cs;
}
}
/*
* Make sure that only what we expect to change changed. The first
* line of the "if' checks the IP protocol version, header lengt h &
* type of service. The 2nd line checks the "Don't fragment” bit.
* The 3rd line checks the time -to - live and protocol (the protocol

* check is unnecessary but costless). The 4th line checks the TCP
* header length. The 5th line checks IP options, if any. The 6th
* line checks TCP options, if any. If any of these things are

* different between the previous & current datagram, we send the
* current datagram “uncompressed'.

*

oth = (struct tcphdr *) & ((int *) &cs ->cs_ip)[hlen];

deltaS = hlen;

hlen +=th ->th_off;

hlen <<= 2;

if (((u_short *) ip)[0] != ((u_short *) &cs ->cs_ip)[0] ||
((u_short *) ip)[3] '= ((u_short *) &cs ->cs_ip)[ 31|
((u_short *) ip)[4] '= ((u_short *) &cs ->cs_ip)[4] ||
th->th_off I=oth ->th_off ||
(deltaS > 5 && BCMP(ip + 1, &cs ->cs_ip + 1, (deltaS - 5) << 2)) ||
(th ->th_off > 5 && BCMP(th + 1, oth + 1, (th ->th_off - 5)<<2)))

goto uncompressed;
/*

* Figure out which of the changing fields changed. The receiver
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* expects changes in the order: urgent, window, ack, seq.
*/
if (th ->th_flags & TH_URG) {
deltaS = ntohs(th ->th_urp);
ENCODEZ(deltaS);
changes |= NEW_U;
} else if (th ->th_urp !=oth ->th_urp)
/*
* argh! URG not set but urp changed -- asensible
* implementation should never do this but RFC793 doesn't
* prohibit the change so we have to deal with it
*/
goto uncompressed;

if (deltaS = (u_short) (ntohs(th ->th_win) - ntohs(oth - >th_win))) {
ENCODE(deltaS);
changes |= NEW_W;

}
if (deltaA = ntohl(th ->th_ack) - ntohl(oth ->th_ack)) {
if (deltaA > 0xffff)
goto uncompressed;
ENCODE(deltaA);
changes |= NEW_A,;

}
if (deltaS = ntohl(th ->th_seq) - ntohl(oth ->th_seq)) {
if (deltaS > 0xffff)
goto uncompressed;
ENCODE(deltaS);
changes |= NEW_S;

}

/*
* Look for the special - case encodings.
*

switch (changes) {

case O:
/*
* Nothing changed. If this packet contains data and the last
* one didn't, this is probably a data packet following an
* ack (normal on an interactive connection) and we send it
* compressed. Otherwise it's probably a retransmit,
* retransmitted ack or window probe. Send it uncompressed
* in case the other side missed the compressed version.
*/
if ip ->ip_len!=cs ->cs_ip.ip_len &&
ntohs(cs ->cs_ip.ip_len) == hl en)
break;

[* (fall through) */

case SPECIAL I[:
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case SPECIAL_D:
/*
* Actual changes match one of our special case encodings -
* send packet uncompressed.
*/
goto uncompressed;

case NEW_S | NEW_A:
if (deltaS ==delta A &&
deltaS == ntohs(cs ->cs_ip.ip_len) - hlen) {
[* special case for echoed terminal traffic */
changes = SPECIAL_];
Cp = new_seq;
}

break;

case NEW .S
if (deltaS == ntohs(cs  ->cs_ip.ip_len) - hlen) {
[* special case for data xfer */
changes = SPECIAL_D;
Cp = new_seq;
}
break;
}
deltaS = ntohs(ip ->ip_id) - ntohs(cs->cs_ip.ip_id);
if (deltaS = 1) {
ENCODEZ(deltaS);
changes |= NEW_,

}
if (th ->th_flags & TH_PUSH)
changes |= TCP_PUSH_BIT;
/*
* Grab the cksum before we ove rwrite it below. Then update our
* state with this packet's header.
*/
deltaA = ntohs(th ->th_sum);
BCOPY(ip, &cs>cs_ip, hlen);

/*
* We want to use the original packet as our compressed packet. (cp -
* new_seq) is the number of bytes we need for compressed sequence
* numbers. In addition we need one byte for the change mask, one
* for the connection id and two for the tcp checksum. So, (cp -
* new_seq) + 4 bytes of hea der are needed. hlen is how many bytes
* of the original packet to toss so subtract the two to get the new
* packet size.
*/

deltaS =cp - new_seq;

cp = (u_char *) ip;

if (compress_cid==0||comp ->last_xmit!=cs ->cs_id){

comp>last_xmit=cs ->cs_id;
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hlen -=deltaS + 4;

cp += hlen;

*cp++ = changes | NEW_C;
*Cp++ = cs ->cs_id;

} else {
hlen -=deltaS + 3;
cp += hlen;

*cp++ = changes;
}
m>m_len - = hlen;
m>m_off += hle n;
*Cp++ = deltaA >> 8;
*cp++ = deltaA,;
BCOPY(new_seq, cp, deltaS);
return (TYPE_COMPRESSED_TCP);

uncompressed:

/*
* Update connection state cs & send uncompressed packet
* (‘'uncompressed' means a regular ip/tcp packet but with the
* 'conversation id' we hope to use on future compressed packets in
* the protocol field).
*/

BCOPY(ip, &cs>cs_ip, hlen);

ip->ip_p =cs ->cs_id;

comp>last_xmit=cs ->cs_id;

return (TYPE_UNCOMPRESSED_TCP);
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A3 N
0 COMPRESSED_TCP
UNCOMPRESSED_TCP,
“ i bufp 128
P TCP 32
u_char *

sl_uncompress_tcp(bufp, len, type, comp)

u_char *bufp;

int len;

u_int type;

struct slcompress *comp;

register u_char *cp;

register u_int hlen, changes;
register struct tcphdr *th;
register struct cstate *cs;
register struct ip *ip;

switch (type) {

case TYPE_ERROR:
default:
goto bad;

case TYPE_IP:
return (bufp);

case TYPE_UNCOMPRESSED_TCP:
/*

* | ocate the sav ed state for this connection. If the state

* index is legal, clear the 'discard’ flag.

*/
ip = (struct ip *) bufp;
if ip ->ip_p >= MAX_STATES)
goto bad;

cs = &comp >rsta te[comp- >last_recv = ip

comp>flags &= ~SLF_TOSS;
/*

* Restore the IP protocol field then save a copy of this

->ip_p];

* packet header. (The checksum is zeroed in the copy so we
*don't ha ve to zero it each time we process a compressed
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* packet.
*/
ip->ip_p = IPPROTO_TCP;
hlen =ip ->ip_hl;
hlen += ((struct tcphdr *) & ((int *) ip)[hlen]) ->th_off;
hlen <<= 2;
BCOPY (ip, &cs>cs_ip, hlen);
cs->cs_ip.ip_sum = 0;
cs->cs_hlen = hlen;
return (bufp);

case TYPE_COMPRESSED_TCP:

break;
}
[* We've got a compressed packet. */
cp = bufp;

changes = *cp++;
if (changes & NEW_C) {
/*
* Make sure the state index is in range, then grab the
* state. If we have a good state index, clear the 'discard'
* flag.
*/
if (*cp >= MAX_STATES)
goto bad;

comp>flags &= ~SLF_TOSS;
comp>last_recv = *cp++;
} else {
/*
* This packet has an implicit state index. If we've had a
* line error since the last time we got an explicit state
* index, we hav e to toss the packet.
*/
if (comp ->flags & SLF_TOSS)
return ((u_char *) 0);
}
/*
* Find the state then fill in the TCP checksum and PUSH bit.
*/
cs = &comp >rstate[comp - >last_recv];
hlen = c¢cs ->cs_ip.ip_hl << 2;

th = (struct tcphdr *) & ((u_char *) &cs ->cs_ip)[hlen];
th->th_sum = htons((*cp << 8) | cp[1]);
cp +=2;

if (changes & TCP_PUSH_BIT)
th->th_flags |= TH_PUSH,;
else
th->th_flags &= ~TH_PUSH,;

/*
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* Fix up the state's ack, seq , urg and win fields based on the
* changemask.
*/

switch (changes & SPECIALS_MASK) {
case SPECIAL I:
{
register u_int i = ntohs(cs ->cs_ip.ip_len) - cs->cs_hlen;
th->th_ack = htonl(nt ohl(th ->th_ack) + i);
th->th_seq = htonl(ntohl(th  ->th_seq) + i);
}

break;

case SPECIAL_D:
th->th_seq = htonl(ntohl(th  ->th_seq) + ntohs(cs ->cs_ip.ip_len)
- cs->cs_hlen);
break;

default:
if (changes & NEW_U) {
th->th_flags |= TH_URG;
DECODEU(thth_urp)
} else
th->th_flags &= ~TH_URG;
if (changes & NEW_W)
DECODES(thth_win)
if (changes & NEW_A)
DECODEL@kth_ack)
if (changes & NEW_S)
DECODEL@#kth_seq)
break;
}
/* Update the IP ID */
if (change s & NEW_]I)
DECODES{c=ss_ip.ip_id)
else
cs->cs_ip.ip_id = htons(ntohs(cs  ->cs_ip.ip_id) + 1);

/*
* At this point, cp points to the first byte of data in the packet.
* |f we're not aligned on a 4 - byte boundary, copy the data down so
*the IP & TCP headers will be aligned. Then back up cp by the
* TCP/IP header length to make room for the reconstructed header (we
* assume the packet we were handed has enough space to prep end 128
* bytes of header). Adjust the lenth to account for the new header
* & fill in the IP total length.
*/
len -=(cp - bufp);
if (len < 0)
/*
* we must have dropped some characters (crc should detect
* this but the old slip framing won't)
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*/
goto bad;

if ((int) cp & 3) {
if (len > 0)
OVBCOPY(cp, (int) cp & ~3, len);
cp = (u_char *) ((int) cp & ~3);
}
cp -=cs->cs_hlen;
len +=cs ->cs_hlen;
cs->cs_ip.ip_len = htons(len);
BCOPY(&escs _ip, cp, cs ->cs_hlen);

/* recompute the ip header checksum */

{
register u_short *bp = (u_short *) cp;
for (changes = 0; hlen > 0; hlen -=2)
changes += *bp++;
changes = (changes & 0xffff) + (changes >> 16);
changes = (changes & 0xffff) + (changes >> 16);
((struct ip *) cp) ->ip_sum = ~changes;
}
return (cp);
bad:
comp>flags |= SLF_TOSS;
return ((u_char *) 0);
}
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A.41 y

void
sl_compress_init(comp)
struct slcompress *comp;

register u_int i;
register struct cstate *tstate = comp - >tstate;

/*
* Clean out any junk left from the last time line was used.
*/
bzero((char *) comp, sizeof(*comp));
/*
* Link the transmit states into a circular list.
*/
for (i= MAX_STATES - 1;i>0; -i){
tstate[i].cs_id = i;
tstate[i].cs_next = &tstate[i - 1;
}
tstate[0].cs_next = &tstate[MAX_STATES - 1];
tstate[0].cs_id = 0;
comp>last_cs = &tstate[0];
/*
* Make sure we don't accidentally do CID compression
* (@ ssumes MAX_STATES < 255).
*/
comp>last_recv = 255;
comp>last_xmit = 255;
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. 7,
A.5 Berkeley Unix n Q
4BSD(Berkley Unix)
BerkeleyUnix ( /usr/include/netinet) IP
TCP structure tags RFC 4BSD
a7
48, , Berkeley ftp
ucbarpa.berkeley.edu , pub/4.3/tcp.tar pub/4.3/inet.tar.
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BCOPY(src, dst, amt) src amt dst BSD ,
bcopy System V Unix , memcpy
OVBCOPY(src, dst, amt) src dst overlap (
4- ) BSD , ovbcopy AT&T
memcpy , SystemV copy
BCMP(src, dst, amt) src dst amt BSD ,
bcmp SystemV memcmp
src  dst 0 0
ntohl(dat) 4 long network byte order
host byte order cpu “ "

#define ntohl(dat) (dat)

Vax IBM PC( Intel )
ntohs(dat) ntohl (2 )short long
htonl(dat) htons(dat) long short ( )
mbuf sl_compress_tcp

startaddress length BSD ,mbuf buffer
management structure , :

struct mbuf {
u_char *m_off; /* pointer to start of data */
int  m_len; /*length of data */

#define mtod(m, t) ((t)(m  ->m_off))
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PPP [9] ,
, [12] SLIP
IP
SLIP
rightthinking
SLIP vendors PPP
B.1 [ typel
Al type
IP 4 “ 4 (
IP ) the most significant
bit A.l , type
p- >dat[0] |= sl_compress_tcp(p, comp);

if (p ->dat[0] & 0x80)

type = TYPE_COMPRESSED_TCP;
elseif (p ->dat[0] >= 0x70) {

type = TYPE_UNCOMPRESSED_TCP;

p- >dat[0] &=~ 0x30;
} else

type = TYPE_IP;
status = sl_uncompress_tcp(p, type, comp);
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B2 lA06 SLP E

[12] SLIP SLIP
SLIP

dial -inclients

. allowed on on
, allowed
UNCOMPRESSED_TCP on on 49
allowed
( on allowed)
allowed on (
UNCOMPRESSED_TCP)
49 [12] ,
false UNCOMPRESSED_TCP ( P
) COMPRESSED_TCP
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C

3.2.2 , ,
?
7 50 ( “ type”)
2 3
——TCP checksum— 51
, checksum 4
—_— 25% 52
2400 bps 25 29
detectable
200KV (
' ' ), TCP/IP
b 1 <
0.5% , 100 , TCP
, ack a/200 a
ack 4 2%
50 (
) 80% , ,
change mask
Bl TCP Justsay “ no’
52.
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15 : 1
3.2
forward error hop ,TCP checksum
( ) 53
, 99% 40 TCP/IP 54

Address: Van Jacobson

Real Time Systems Group
Mail Stop 46A

Lawrence Berkeley Laboratory
Berkeley, CA 9 4720

Phone: Use email (author ignores his phone)
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54 TCP/IP
light -weight' protocol
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